Why using pseudonymisation will help you achieve the NHS Information Governance Standards
All organisations should be aware of their responsibilities to adhere to robust Information Governance standards. As a large public sector organisation, the NHS is governed by a clear set of Information Governance (IG) standards that should be adhered to, and against which an annual declaration of compliance should be submitted by all NHS organisations. This includes Dentists, General Practitioners, PCTs, Sectors and Acute Hospitals. In addition, any private company that works with the NHS or that handles or manages patient-level information should also ensure that they are compliant against the NHS IG standards…and that they can demonstrate this compliance through their documentation and operational practices.

When Connecting for Health, the government body that is responsible for NHS Information Governance compliance, released version 8 if the IG Toolkit, they also announced that one of the pieces of evidence healthcare organisations would need to demonstrate their IG compliance was pseudonymisation guidelines. Furthermore, each organisation would need to demonstrate that they understood what pseudonymisation was all about and that they could illustrate how the principles of pseudonymisation were embedded and used throughout their organisation.

 So, what is pseudonymisation?
· Pseudonymisation is a method used to disguise personal identifiable data (PID). 

· PID relates to any piece of personal data, for example a person’s name or a collection of information for example, name, address and date of birth. 

· This type of data is routinely held and accessed by healthcare organisations to support the treatment, diagnosis and care of individuals. 

· This type of data can also be used for non-healthcare purposes such as audits, service monitoring and reporting. Throughout the NHS, using data for these types of purposes is known as using personal data for its secondary use. 

· When data is processed for secondary use within healthcare, it is essential that it is pseudonymised. In doing so the personal identifiable data becomes de-identified and confidential.
So, by creating a pseudonym for each piece of patient identifiable data item, you are enabling the confidentiality of patient information to remain at all times. However, the practice of pseudonymisation still provides you with the option to carry out analysis that links patient data items, and so data can continue to be analysed in a meaningful way.

Now that you know why pseudonymisation is important, you next need to know how to create pseudonyms for your patient identifiable data. This second step is important because by using pseudonyms you are able to provide the demonstrable evidence that Connecting for Health are after when they assess your organisation’s Information Governance compliance.
The pseudonymisation of a document is a three-step process:
1. Identify the sections of a document that contain potentially identifying information

2. Find and mark the identifying information in the document 

3. Replace the identifying information with pseudonymous information in a consistent way, i.e. so that instances which related to the same individual in the original text bear the same relation to each other in the pseudonymised version. For example, all references to Words Worth Reading Ltd are referred to as Org-1, and all references to employee J Draper are referred to as Employee-xx01. 
